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The Award -Winning Autonomous Vehicle

Al KS@é ¢ K2S
o Sense#ts environment
o Fusessensor data to form
a model of the real world
o Plansnavigation paths
o Actuatessteering wheel,
brake, and accelerator

A However,W. 2viag Q

designed to
o Winthe 2007 DARPA Urban
Challenge competition
o Run fora few hours (60 miles in
less than 6 hours)
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Boss System Architecture
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Task-Machine Mapping and
Machine Failure

Node4 Node5 Nodeb6 Node 7 Node8 Node9 Nodel1l0 Node 1l Node 12 Dev Node
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Planning Planning Fusion Planner Planning Map veloddne Playback
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Task for Task for Task for ;
Interface Interface Fusion

SICK SICK IBEO
Perception

Task for
ARS300

A 10boards each with a duaore processor were used

Fault Conditions

A Node 12 started to fail relatively frequently

A The perceptiortask fora critical 3D sensor (Velodyne) would sto
A DefensiveDrivingmodewould beturned on: very slow progress

Sensor  Perception
Fusion Task

Goal Autonomous driving functions should run
normallyand safely eveif 1-2 processoboardsfail.
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Fault Models

A Handle permanenprocessorfailures and
permanenttaskfailures
A Tolerate a given number dilures

A Primaryfault model: fail-stop £’
A An entity stops functioning when it fails instead 8‘
alternating between correct and wrong outputs
A Faultcontainmentsupport must be provided
A At OS, board and subsystem levels
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Outline
A
A SAFERSystem-level Architecture for Failure Evasion in
Real-time Applications

A SysWeaver
A Evaluationand Case Study

A Conclusion

Motivation Y SAFER Y SysWeaver Y Evaluation Y Case Study Y Conclusion



Carnegie Mellon

€ BReiEERRG
Trends In Autonomous Vehicles

AutonomyA\

Fully-autonomous

vy
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On-demand
autonomous

.

ORVID HASSELROFF
——‘—’—? SERSON ONE

b

V Automatic lane change
V Autonomous stop-and-go
V Self-driving on highway

Active safety

V Collision warning/avoidance
V Adaptive cruise control

>
2015 2020 Time

Bringmore features, butessNB & 2 dzND S & X
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Related Work

A Generic distributed faulitolerant systems: ISIS, FT

CORBAArjuna, REL, IFLOW, etc.
A Timely failure recovery is not the primary objective
A Overhead is relatively large for autonomous vehicles
A Reattime fault-tolerant systems: MEAD anBLARe
A Main focus is on soft redime systems
A The publisksubscribe model is not supported
A Faulttolerant scheduling algorithms
A can be an input to our framework
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SAFER System -level Architecture for
Fallure Evasion in Real -time applications

A On each CPUSAFERonitors health status, stores state

iInformation of the primary andbroadcaststhe information
A The primarybackup architecture iased
A Two types of backupsiot standbyand cold standby
A If the primaryand all lot standbys diestart wld standby with the
transferredstate information
A Transmit state information onommunications bufor other SAFER layers
A Status manager and health monitor
» monitors/obtains the healttstatus of sensors, actuators, power
systems, processors, asgmmunication linkand
» distributes any fault notifications
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SAFER System -level Architecture for
Fallure Evasion in Real -time applications
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SAFER: Task Structure
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Primary Backup
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‘ Network Nodes

A Usingpassive replication
A Each task uses the publisobscribe model for communications

A Depending orthe backup type, a backup task may always be running
» Hot standby: SAFHiRrary manages the necessary datadommunicate
» Cold standby: SAFERemonmanages the necessary data to transfer
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SAFER: Fault Detection

A Time-based failure detection

A Hot standby: Hot standbys keep track of teartbeats
from the primary
» Tradeoff between faultletection latency and bandwidth usage
A Cold standby: The SAFER daemon running on the
processor with the cold standby will detect the failure of
the primary
A Eventbased failure detection

A The local SAFERemon detectsa task failure and

triggers recovery immediately
» The local SAFER daemon can capture the signal
» In case of processor failure, this detecticemnotbe used
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SAFER: Fault Recovery

A Promotea backup to the primary
A Chosen automatically from available backups based on

static information
4 such as node address

A Respawnthe halted task
A only possible when a task failure happens

Motivation Y SAFER Y SysWeaver Y Evaluation Y Case Study Y Conclusion



€ BReiEERRG
SAFER: Hot Standby

( Primary \ Heartbeat signals/ Hot Standby(the\

(the master | | slave SAFER
SAFER daemon)| Heartbeat signals daemon)
I Group member list l
\\ IPC ) [\ IPC /]
Network Nodes

A Application group
A the primary (the master SAFER daemon) and
A Its hot standbys (the slave SAFER daemons)
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SAFER: Primary Fallure

W_ Heartbeat signals/ Hot Standby(the\
h | slave SAFER
Heartbeat signals daemon)
I Group member list l

Network Nodes

1\ IPC /] [\ IPC )
|

A The primary can try to Haunch itselfin times (only for the task failure)

A If a hot standby misses heartbeat signals three times, the most
preceding hot standby among the remaining will become the primary
(according to the precedence values for each member)

A If the previous master rejoins, it will become the new master after
demoting the current primary
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SAFER: Cold Standby
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A A cold standbwvill be launchednlyif the primary and
Its hot standbysare all dead
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SAFER: Primary Fallure
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A When a primary failgthe masterSAFER daemon
will detect the failure and send a message
promotethe cold standbyo become theprimary
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Outline
A
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A SysWeaver

A Evaluationand Case Study

A Conclusion
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SysWeaver : Model -based Design Tool
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System Schedulability Test for i
SysWeaver

Input: T': a taskset, P: a set of processors and IT: allocation
information between I" and P
Output: Schedulability of I" on P with II
1: fori=1ton do

2 > Do the response time test for T; and its standbys
3 R; +— the response time of 7; on IT;.
& it Rg < D1 then

5 > The primary is schedulable, so check its standbys
6: for j =1 to nf(7;) do
7
8

Response time test for
the primary

<€

R < the response time of Tfl; on Hfj.
> This hot standby is schedulable.

Response time test for the

<€

hOt Standbys 10 > Check its slack-to-recovery time
11: if 7y < ;D5 — kTheartbear — o then
12: > The primary and hot standbys are recoverable
13: for j = 1 to n%(7;) do
14: R < the response time of Tf’; on ng.
15: if B} S D; then
Response t|me test for the 16: & This cold standby is schedulable.
< 7 > Check its slack-to-recovery time
cold Standbys 18: it By < piDi — Ry — Klheartveat — d — ds
then
19: > Mark this cold standby recoverable

20: if all tasks schedulable and recoverable then
21:  return TRUE

22: else

23:  return FALSE
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SysWeaver Modeling

Functional Dimension
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Motivation Y SAFER Y SysWeaver

Y Evaluation Y Case Study Y Conclusion



Carnegie Mellon

(() Electrical & Computer
ENGINEERING

SysWeaver Simulation Timeline
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